HCLSoftware

CISA Known Exploited Vulnerabilities

Content Pack

Empower BigFix users with the ability to quickly and continuously report on
compliance against CISA's Known Exploited Vulnerabilities (KEVs) on

BigFix-supported platforms

BigFix customers can quickly and continuously report on
compliance against CISA’'s Known Exploited Vulnerabilities
(KEVs). Research has shown that many cybersecurity
incidents result from well-known vulnerabilities which
have gone unpatched. Lengthy delays in identifying and
remediating known vulnerabilities may lead to greater
security risk, data breaches and ransomware attacks.
Although the Cybersecurity and Infrastructure Security
Agency (CISA) published a list of Known Exploited
Vulnerabilities (KEVs), many Federal and non-Federal
organizations struggle to remediate them in a timely and
efficient way.

The BigFix Known Exploited Vulnerabilities (KEVs)

Content Pack delivers a powerful solution that speeds the
identification of CISA KEVs so IT organizations can plan and
execute remediation plans to better protect the organization
against cyber attacks.

The Content Pack slashes the time organizations take

to research, develop and test fixes which is particularly
important for Federal organizations that must adhere

to Binding Operational Directive (BOD) 22-01, reducing

the significant risk associated with known exploited
vulnerabilities. Many non-Federal organizations incorporating
CISA’s KEVs as a prioritized catalog of vulnerabilities to
address will also benefit from the Content Pack.

About HCLSoftware

HCLSoftware develops, markets, sells, and supports product families in the areas
of Digital Transformation, Data, Analytics & Insights, Al & Automation and Enterprise
Security platforms. HCLSoftware is the cloud-native solution factory for enterprise
software and powers millions of apps at more than 20,000 organizations, including
more than half of the Fortune 1000 and Global 2000 companies. HCLSoftware’s
mission is to drive ultimate customer success with its IT investments through
relentless product innovation.

HCL BigFix

Highlights

- Provides tested and ready-
to-deploy Fixlet and patch
content, eliminating costly
development and testing
effort while shrinking
vulnerability exposure time.

- The Content Pack is
leveraged by the CVE
Search Dashboard, which
simplifies the identification
of the KEVs recommended
by the Cybersecurity and
Infrastructure Security
Agency (CISA)

- Available as an add-on

feature to BigFix Lifecycle,
BigFix Compliance, and
BigFix Remediate.






